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ABSTRACT

Burglar and fire are the two dangerous life events. An IoT based in-
truder and smoke monitoring system is proposed to protect us from
these events. The proposed system is a low cost and energy efficient
alternative to the existing systems. It is an integrated system that
can detect and monitor theft and fire. The system consists of hard-
ware and software parts. The hardware parts have two separated
subsystems, smoke and intruder subsystem. The smoke subsystem
uses an ESP8266 Arduino board with a smoke sensor (MQ2) and a
buzzer. The intruder subsystem uses an ESPIno32CAM board with
an ultrasonic sensor (HC-SR04). The software parts consist of three
applications that are web, android, and LINE application. Both sub-
systems share the same web, android, and LINE application. When
a smoke is detected by the sensor, the alarm sounds. The smoke
subsystem sends a notification to the web and LINE application and
the gas concentration level is sent to MySQL database. When an
intruder is detected by the sensor, the intruder subsystem captures
his photo and sends it to the LINE application for notification. The
system also has the ability to recognize faces so that when a home-
owner is detected by the sensor, no notifications are displayed in
LINE and web application. Web application shows an alert message
when there is an intruder and a smoke. It also shows a graph of gas
level values. Android application can turn on and off the device in
the system.
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1 INTRODUCTION

An IoT based intruder and smoke monitoring system can protect
us from theft and fire. In the major cities of Thailand, there are
many housing estates from small (less than 50 detached houses)
to big size (more than 200 detached houses). Most housing estates
have a guard room in front of them for a security checkpoint of
people in and out all day all night. The web application of the
system can be installed in this guard room. When an intruder or a
fire occurs in any house, the security guard gets the alert message
which house has a problem in the web application. Therefore, he
can give help immediately. The hardware parts can be installed in
each house and the android and LINE application can be installed
in the homeowner’s mobile phone. We select LINE application for
notification because LINE is very popular in Thailand. In 2020, LINE
has 45 million users in Thailand out of 66 million people.
Nowadays, face recognition technology is available in many
businesses such as airline, travel, hotel, and bank. It is applied in
payment systems, access control systems, authentication systems,
and others. Due to its complex computation, large storage, and
processing capabilities, most of them are processed on high per-
formance devices such as a computer. But face recognition on low
performance devices such as embedded device [1] is used widely.
The embedded system processor can be broken down into MPU (Mi-
croprocessor Unit) and MCU (Microcontroller Unit). MPU has more
processing power than MCU but less than a computer. MCU inte-
grated into a single chip has limited resources. MCU is cheaper and
more power efficient than MPU. To make face recognition tasks
perform efficiently on small MCU devices is challenging. MCU,
ESP32Wrover-IB, with MTMN [2] and FRMN [3] model can per-
form the face detection and recognition efficiently. ESP32Wrover-IB
is the powerful MCU of Espressif Systems. MTMN was developed
based on mobile architecture mobileNetV2 [4] and multitask cas-
caded convolutional networks [5] to perform face detection and
alignment. FRMN was developed based on the ArcFace algorithm
[6] to perform face recognition. Face recognition steps based on
MTMN and FRMN models are shown in Figure 1. First, the cam-
era takes a photo. Second, the image enters the face detection and
alignment process. Third, the aligned face image enters the face
recognition process. Figure 2 shows the details of the face detection
and alignment process. It starts with image scaled to various sizes
to create overlapping images as an input to the P-Net process. Can-
didate frames are then created to go to the R-Net process where
potential candidate frames are selected. The O-Net process gives
five important landmarks on the face. Figure 3 shows the details of
the face recognition process. The output of the O-Net process goes
to the face recognition process that generates the face identity or
face ID. This face ID is compared with all the faces registered in a
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database. Similarity distance [7] is used to compare the distance
between the two faces.

2 LITERATURE REVIEW AND PROBLEM
STATEMENT

Many researchers discussed intruder and smoke monitoring system.

Philip et al. [8] proposed the alarm system for gas, smoke, fire, and
movement via SMS. The system had Arduino promini board with 4
sensors, IR flame, MQ4 gas, MQ2 smoke, and PIR. It used SIM 800
GSM module to send alerts via SMS. Kunal et al. [9] presented home
security systems using 3 sensors, TMP36, MQ2 and PIR. When the
temperature and smoke level were high, the system sent an SMS
notification and made a voice call. Sajid et al. [10] proposed the
home security systems that had Raspberry-pi with DHT11, MQ135,
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PIR, and GSM modem. The system sent the intruder and fire alert via
SMS. The Pi-Camera was used to record intruder and fire incidents
video that was stored in the Dropbox cloud storage. Su et al. [11]
presented the home security system using Arduino Mega board
connected with DHT11, Hall effect, MQ2, and PIR. The system used
Arduino Ethernet shield to send all sensor reading values to MySQL
database. These values were displayed on the web page in real time.
Deepak et al. [12] proposed an intruder tracking and control system
using a Raspberry-pi attached to a PIR sensor. The web camera took
a picture when the sensor found an intruder and a warning email
was sent. The owner could control the door lock anywhere. Ahmed
et al. [13] presented a fire alarm using the Arduino Mega with
TEMT6000 (light intensity) and MQ2 sensor. When the smoke level
exceeded the threshold value, ArduCam took a photo. The photo
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Figure 4: The overall framework of IoT based intruder and smoke monitoring system.

and place location were sent to the system administrator. Akash et
al. [14] proposed the security control system using a Raspberry-pi
attached to PIR, vibration sensor, air quality sensor, magnetic door
lock, and camera. The system could send the email and control
the door lock. Also, the system sent SMS when it could detect an
intruder and fire. Akkasit and Naruepon [15] proposed an intruder
security system that had Raspberry-pi attached to a camera, motions
sensor, and siren. The system would turn on the light and siren
and at the same time capture the intruder picture to send to LINE
notification.

Most proposed systems mentioned above used Raspberry-pi
(MPU) as a component in the system that it was not energy sav-
ing and costly. The authors propose low cost and energy saving
ESPIno32CAM (MCU) as a component in IoT based intruder and
smoke monitoring system to do face detection and recognition in
intruder subsystem. The face recognition capability enables the
system to distinguish the intruder’s face from the homeowner’s
face. Thus the system can choose whether to send or not to send
the notifications to homeowners and security guards.

3 PROPOSED SYSTEM

The overall framework of IoT based intruder and smoke monitoring
system is shown in Figure 4. The system is divided into hardware
and software parts. The network communication between hardware
and software parts is Wi-Fi. The data transfer messaging protocol
is HTTP. The hardware parts consist of two subsystems that are
smoke and intruder subsystems. The software parts consist of three
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applications that are web, android, and LINE application. Both
subsystems share the same web, android and LINE application.

The smoke subsystem has MCU (Esp8266) connected to passive
buzzer and gas sensor (MQ2) that can capture flammable gas such
as LPG, Methane, as well as smoke caused by gas combustion. This
subsystem keeps monitoring the gas concentration level and storing
this level into MySQL database. When the level is over the threshold
value, the buzzer makes a loud sound and the notification message
is sent to LINE APL The alert message is shown on a web and LINE
application immediately. The homeowner can log in to the android
application, see the gas concentration level at that time and turn
off the buzzer sound.

The intruder subsystem has MCU (ESPIno32CAM) connected to
the ultrasonic sensor (HC-SR04) that measures the intruder distance
away from a sensor. ESPIno32CAM is a board with 32 bit dual core
ESP32, WI-FI, Bluetooth, 240 MHz, 8 MB PSRAM, 16 MB flash mem-
ory, and CMOS Camera OV2640. MTMN [2] and FRMN [3] models
perform the face detection and recognition in ESPIno32CAM board.
The number of training images for face recognition is 6. The in-
truder subsystem keeps monitoring the intruder’s distance. When
the intruder walks pass the sensor, the camera captures the in-
truder’s face. If this face has been registered in the system, the
system takes no action because the system can recognize that the
intruder’s face is the same as the registered face. If the face doesn’t
match, data is stored in MySQL database and the notification mes-
sage is sent to LINE API. Also, the alert message is shown on the
same web and LINE application as the smoke subsystem.
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Figure 5: Smoke subsystem schematic diagram.

Figure 6: Burning paper to produce smoke.

4 EXPERIMENTS AND RESULTS
4.1 Smoke Subsystem

A schematic diagram of the smoke subsystem is shown in Figure
5. The smoke subsystem was installed in the kitchen. The experi-
ment was conducted by burning paper and putting out the fire to
produce smoke, as shown in Figure 6. When the gas concentration
level reached the threshold values, the buzzer made a loud sound.
At the same time, the web application that was installed in the
guard control room automatically displayed a warning message
with sound, as shown in Figure 7. The warning message could
show which house was on a fire. Moreover, the homeowner imme-
diately received the notification in the LINE application, as shown
in Figure 8. Web and android application displayed graph of the
gas concentration level in real time, as shown in Figure 7. After the
homeowner signed in to the android application, he could turn off
the sound, as shown in Figure 9

Four functions were performed after the gas concentration level
reached the threshold values. They were 1) real time smoke no-
tification 2) real time smoke monitoring, 3) smoke history and 4)
real time turn on/off the sound. The experiment was performed 30
times. The results are shown in Table 1

It can be seen from Table 1 that the smoke subsystem has a 100%
success rate for all system functions.
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Figure 7: Smoke notification in web app.
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4.2 Intruder Subsystem

A schematic diagram of the intruder subsystem is shown in Figure
10. The intruder subsystem was installed in front of the door, as
shown in Figure 11. The installed location could be anywhere that
saw the intruder face as much as possible. To demonstrate that
the system could detect any objects, we performed an experiment
by holding a toy in front of the sensor, as shown in Figure 12.
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Table 1: The experimental functional results of smoke sub-

system

Functions Success rate (%)

1. Real time smoke notification

1.1 in web app (Figure 7) 100

1.2 in LINE app (Figure 8) 100

2. Real time smoke monitoring

2.1 in web app (Figure 7) 100

2.2 in android app 100

3. Smoke history

3.1 in android app 100

3.2 in web app 100

4. Real time turn on/off sound

4.1 in android app (Figure 9) 100
Average 100

Figure 10: Intruder subsystem schematic diagram.

The system recognized that the object was not the homeowner
face, therefore the same web application as the smoke subsystem
automatically displayed an alert message, as shown in Figure 13.
The alert message could show which house had an intruder. The
homeowner immediately received the notification with the toy
picture in LINE application, as shown in Figure 14. To show that the
system could detect an intruder face, we conducted an experiment
by letting the intruder walked pass the sensor. The system could
detect the intruder face, as shown in Figure 15. The notification was
displayed in both web and LINE application, as shown in Figure 13
and Figure 16.

Two functions were performed when an intruder was detected.
They were 1) real time intruder notification and 2) intruder history.
The third function is face recognition. It was performed when a
homeowner, had already registered his face into the system, was
detected. The experiment was performed 30 times. The results are
shown in Table 2
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I

Figure 13: Intruder notification in web app.

It can be seen from Table 2 that the average success rate of the
intruder subsystem is 97.3%. The intruder subsystem has a 100%
success rate for all functions except for face recognition function
(3.1 and 3.2). This success rate depends on the success rate of face
detection and recognition in ESPIno32CAM board that is described
in the next section.
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4.3 Face Detection and Recognition in
ESPIno32CAM

We performed an experiment to determine the number of faces the
system should train for maximize result of detection and recognition
process in ESPIno32CAM. The experiment was conducted by 20
people. The first step (training image) was to register individual face
in a local database by taking one photo, as shown in Figure 17. The
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Table 2: The experimental functional results of intruder sub-
system

Functions Success rate (%)

1. Real time intruder notification

1.1 in web app (Figure 13) 100
1.2 in LINE app (Figure 16) 100
2. Intruder history

2.1 in android app 100
2.2 in web app 100
3. Face recognition

3.1 in web app (No notification) 92
3.2 in LINE app (No notification) 92
Average 97.3

Figure 17: Face registration.

second step was to match the new image being displayed from the
camera with the registered images of step 1 for ten times. If the new
image matched the registered image, the message “Hello Subject
+ face ID” would be displayed on the screen, as shown in Figure
18. On the other hand, if the image did not match, an intruder alert
message would be displayed, as shown in Figure 15. The third step
was to count the number of recognition success that the system
could recognize out of ten times. Then repeated steps 1-3 for the
same person but increased the number of training images in step 1,
by 1, until the number of training images was 10. Therefore, each
one would repeat steps 1-3 ten times, and each time one additional
photo was taken for training.

The recognition success rate (RSR) is shown in Table 3. The RSR
is calculated from (1).

RSR = (numberofrecognitionsuccess) /(totalnumberoftrials)x100
(1)
It can be concluded from Table 3 and Figure 19 that when the
number of training images increases, so does the recognition suc-
cess rate until it reaches the point (training images=6) that the rate
maintains saturated. Therefore, we use 6 training images in the face
recognition process of the experiment 4.2 to achieve the maximum
recognition success rate.
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Table 3: RSR of different number of training images

# Training images Person 1 2 3 4 5 6 7 8 9 10
#1 40 40 50 50 40 70 70 80 80 90
#2 50 60 70 80 80 100 90 100 90 90
#3 50 60 60 80 80 100 90 90 100 100
#4 60 70 80 100 90 100 100 100 90 90
#5 70 70 80 90 100 90 90 100 100 90
#6 60 60 70 80 90 80 90 100 90 80
#7 60 70 80 90 100 100 100 100 100 100
#8 60 60 60 60 70 90 90 90 90 100
#9 40 50 50 60 60 100 100 100 100 100
#10 60 60 70 70 100 100 100 80 90 90
#11 50 50 60 60 60 100 90 90 100 100
#12 60 60 70 70 80 100 100 100 90 90
#13 50 60 70 70 70 90 90 80 80 80
#14 60 70 80 80 100 90 100 100 90 100
#15 70 70 80 80 90 80 80 80 100 90
#16 60 60 70 80 80 100 100 90 90 100
#17 70 70 80 90 100 80 100 80 80 100
#18 60 60 60 60 70 100 90 90 100 90
#19 60 60 70 70 70 90 80 100 90 80
#20 70 70 70 70 80 90 90 90 100 100
Average 58 61.5 69 74.5 80.5 92.5 92 92 92.5 93

com7
2000000 S

Figure 18: Face matching.

5 CONCLUSION AND FUTURE WORK

Our research goal is to design and implement a low cost and reliable
intruder and smoke monitoring system. There are two separate sub-
systems, smoke and intruder. But they share the same web, android,
and LINE application. The smoke subsystem has a 100% success rate
for all system functions. The success rate of the intruder subsystem
is 97.3%. The system can monitor several houses simultaneously.
The system can alert which house has a fire or an intruder. The
homeowners can log in to the android application and can control
their own devices and see the information that only belongs to
them. In the intruder subsystem that needs to perform demanding
tasks such as face recognition, usually MPU (Raspberry Pi) is pro-
posed. However, we propose MCU (ESPIno32CAM) that is smaller
and cheaper. Most of the existing systems use PIR sensor to detect
the intruder’s motion. We find out that an ultrasonic sensor can
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detect an intruder better than PIR. For future work, we can increase
the success rate of the intruder subsystem by replacing MTMN
[2] and FRMN [3] model with other models such as genetic algo-
rithm, Haar-Like face detection algorithm, Eigenface recognition
algorithm. Also, we can add more functions to the system such as
controlling more home devices.
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