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1. az'1saaasivuavilaaanalaiiuas

aasiuavilaandulaiiuas (Cyber Security) da

" ASTLIUANTUIANIATANT Avinlieunsaasdnssndann
A daviifinasannulaaasavastaya 536

= AssyivilavAusaand1nssu NNTIANA NITVINRNE LREAIT
151554 1a¢ )

= dflvfvavAdssnauiugiuzavanulaaasiauaviayatilu
nanuIa CIA 3 Usen1s leua ansdaeaNuduaadiala
(Confidentiality) augnsasauysaiuagaiaya (Integrity)
uagaunIanlduaavaya (Availability)

HUAUTU Ing

« gueilszanunisshnanuiuavlaandassuunaufiiinag
Useinelne (ThaiCERT)
» guedsganunumnuiivavlaaafagsgutnan1adyg (G-CERT)



Uszinnsuaanaiuniviaiuas (wuviaa ThaiCERT)

1. andlusaanaiu (Abusive Content)
2. ms‘iwﬁamwmmw%’au"lﬂmumaqisztuu (Availability)
3. As3aaa Aalndrizanaanavtnanalseiaadl
(Fraud)
4. anuUwaneNsIUINAdayauaIssul (Information
Gathering) |
nAstandvratd]aundavunlatayagraaiaaliulasu
aueu1e (Information Security)
aNunanauarynsntainssuu (Intrusion Attempts)
ANsunInudIatIzscuU'lad s (Intrusions)
Tdsunsulunvilseavd (Malicious Code)
saanmuaug (Other)

o
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Uszianauaanau / hau WA, | AN | duA. | BLEL | WA, | el | AL | dAL | NLEL | 6LAL | WeEL | BuA. | 5OU
Abusive content 0 0 0 1 0 0 0 0 0 0 0 0 1
Availability 0 0 0 0 0 0 0 0 0 0 0 0 0
Fraud 78 73 84 60 82 84 86 87 61 94 66 74 929
Information gathering 0 0 0 0 0 0 0 0 0 0 0 0 0
Information security 0 2 1 2 1 0 0 5 0 2 2 3 18
Intrusion Attempts 74 100 59 57 64 103 | 111 | 114 | 100 76 126 | 118 | 1102
Intrusions 56 43 33 48 25 19 30 16 32 15 15 3 335
Malicious code 13 8 12 3 19 10 14 7 11 4 15 11 127
Other 0 0 0 0 0 1 0 6 0 1 0 0 8

5 221 | 226 | 189 | 171 | 191 | 217 | 241 | 235 | 204 | 192 | 224 | 209 | 2520
A5V LLERAYAIALNIAEANATNINNY Laituastuldseinea'lne (2561)
5

https://www.thaicert.or.th/statistics/statistics.html




2. MsANAINNTY laftuas

AsAanAIuNT laftuas (Cyber Security)

nﬂnnmul Wiana (Threat) :

. G duaseTiilullldsaninegdy (diayaniatmsazig)

w9117/ auaauua (Vulnerability) :

- Aa Hungunsnansa lldvsruuuasaiunsaulug wia
vinarataya’le tau ssuulfiidnig (0S) lulnsfiade Anti virus
n3a N1aliem Security Patches

« A UAINN F2UU/AaNELUIT gnaanuuuN LUAWAGRANTIT1INA
AINUANATN

= A9 tana (Exploit)
- A na'lnidseavasusanswadutaalddasivivagssuuiifiag
» uuvtilu (1) AmsTandinivlna (Remote) t2u AN1ANGKIU
ww3aznadumasiile uay (2) mslanfviasdiu (Local) wafu n1s
Tanfranieasiaansy (Liangaauriu Trump drive)
* Anude (Risk) :
- Aa anuLilullldNnfaanaiuagTandssuusIunAas TnInaY
SEU1




NANANULARZRINLAAS

1. uantnas (Hacker) wuotily :

= antnasvinINa1 (White Hat Hackers)
Iﬁtﬂsaoua/mmmmsﬂ A0 A2I TUIADITLUU A

- WiansaanazvinnsualandanislldeiiAaiaiag
TaaazlitindasTuitiullduss e

= nantnasuuIninn (Grey Hat Hackers)

°l°mﬂsaaua 132 ANURIUTD °lumsmsaam°uao'im°uaasu‘unmaﬂ

. flansIaLray uw"lﬂmmnmamo vsatindas 1yl
Usraaunisalunle

= nantnasuuIn@n (Black Hat Hackers)

. lafipdagiia w3a AmuaINNTa WN1TATIANIAITHIARITLULENY 9

: mamsaaLaaauumaoimuuiﬂiaumnsammsnnmul,wa
walszlaAavaasaiItag

2. WanAau (Threat Actors) :
NANAN @a Grey 13a Black hat hackers.



3. dauns

Aaviiawls (Malware)

A1 "Wawls” anann indiadaransiuig (Malicious Software)
Wauwls Aa AanuwlsmnIalaalilsinsuiiyalssgdnasiassudl
ARUNILBAY

WaITaaALLUANNIAUTERIAMIIAY 12U JF19ANULRENNE
UEANITVINIIU ATNE LRZLHIAD 1KY

Matvdands tau 15 (Virus), tiasu (Worm), Tnsau
(Trojan) “1a+

“"JCks

129+
AL 8



Usztnnaaviiawls

= 18 (Virus) : yevinanadayaniascuumnannItaay

= 2250 (Worms) : LnsATEAMILAILAI LG |

= 171Ins3u (Trojan Horses) : iilazdadinilirunsnautanun
= F1hawds (Spyware) @ gaatuniayangrayualIuIue

= paawds (Adware) @ TarasunIu

= usuaiuwdg (Ransomware) @ winsddananallzanalatia
NAATNRUDUR



1a9s (Virus)
= 9NN URANLADURNITATTLULADUNILA DT

= lugunsaatlaadaaaiad dasunveagliulnaniazdansiulg
AU
= sravA1sue (Indndaaadansls) Tunisunsnsegana frulnal

Nldvuszuumany agitlupinwitzinun fiuaasnie iy Flash
Drive, e-mail 184

dEtEctmn pYWape

I‘m(t;mgalkusphlshmu |

""C"’\

petionE= ¢ ma'm
haskil%mfwa“ F

hankers‘ wess |

\ntr

netwo
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21N15AAILADINAR 1S

» lianuufalndluniszanldsuasuduunvinenu

= LARdARIWIATaMINLTERRIALUKUNAD |

= lp3avRILEEvaanmMIa Iwe lae ' lilstanannldsunsuiiladag
= wiluRuwvinouAadaguialivineulae

» lWddayaniatlusunsunaaladag 9 Anaa'la

= 1AAYYINIIULNAY |

= 1A3AYUAAILRI LA TN TARY

= 53UUNLAVITUTAE TN IURTLUG

= AU
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asu (Worms)

" IVINREAUAURLRETZUUADNNIILADT TALLAWIZIEULLATAZNE
= gusaunsnscaaeasad (Liandaning) luddeszuu
AaNNILARTAY 9 TulAIazNaLaeAu'le

. ) Code Red Worm Infection— 19 Hours Later
Initial Code Red Worm Infection — 658 servers 300,000 servers

o) {’ .
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113U (Trojan Horses)

= 3julunisidladasiui iawrsufiandunianiyesne wianly
FLUUAAUNILAAT

= v Tun1IsanAAUATULTERANULRLTRUIKIULAAR U TNE
AaYREUIANT LTALNAADYRANURL 1R

» fHruluaifaurannnisldnuninadudunasidia tdu n1sian
Bu'leidadunsia nMsTuaatnuguiazdaniiisiiau 18

= unsnmn ldluraniinas Taanslaauuilasmiaslu
wilaudulWandatusunsuniealauludinlsziniu
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giuhawrs (Spyware)
Hulfawsildlunissaadasuaziiudayganistadvivuag
Nl LU dayadiual Naa was1ng Email srudivtayasgiAay
12U sRKIuUMIataNTnsLATA6 LHusu
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waaws (Adware)

W lunstaraniiundn Walrdasraniitnasfntdlaziiannis
Al

= wihusnuay Web Browser aggaualatiuniniasun

= gaizviaddulnasiiia Axgwu Pop-Up minTaamun tau Tarsun

Baidu, hao123
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usu2fuuwls (Ransomware)

= 3jviinnsinsdARanaziaanaTle

Vil s usatdnulnang A le wialigusalad
Juldsunsu'le )

= dvnnamnaaaIR IWatu 9 inauuiliauléu 6av
AU UTUALLEALNATINAYINANTOAATUH
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WannaCry w3a WannaCrypt tiluzniiaesaliniiand
szuuAaniiILnasaulanduazizanat laidudnuiuunn
LAnANnUaITKIAaY Windows sutain'luadutanunuiu

¥ Wana DecryptOr 2.0

Payment will be raised on

5/15/2017 15:58:08

Time Left

Your files will be lost on

5/19/2017 15:58:08

Time Left

Contact Us

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

Can I Recover My Files? I

Sure. We guarantee that you canrecover all your files safely and easily. But you have
not so enough time,

You can decrypt some of your files for free. Try now by clicking <Decrypt>

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled
Also, if you don't pay in 7 days, you won't be able to recover your files forever.,

We will have free events for users who are so poor that they couldn’t pay in 6 months

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am =l

P V1.0 SRy ¥ SR PRy G r oY I pp

Send $300 worth of bitcoin to this address:

115p7UMMngoj1pMykpHijcRAFINX6LrLN |

_ Chack Payment
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wuInIvilavAauiawls

= Aiiae Antivirus agiLaua 9

= dlaessuuliiainng (OS) atigua 9

= ludasvaansiunlsiiau |

= ‘Bidearudwanraamulnas lWwdannaiuanasaunlugan

= 3411 Trump Drive 1inginsasaau“ 1n9'livinn1s Scan
Trump Drive w3a'liuula3n Trump Drive flifauisnsa’ly

= Wi Suladdianuindiada (fotnasdulinauuansaa
URL a9y Web Browser)
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4. N151AUALASA2ANE

n131audndazing (Network Attacks) wuvaantilu 3 dssian

1. mslausuuuainasztian (Reconnaissance Attacks)
2. anunenegueintassuy (Access Attacks)
3. asvinluszuu g unsaladnisle (Deny of Service Attacks)

22



1. nMsTauaunuuannsziial (Reconnaissance Attacks)

iflun1saunn (Scan) Adavliizassruunaniilaanea
lATazngAaniiLeas Nhifissuuinsaulaaaiung uad
1AUsHUs N aYaAavdasT1INULY Uy
AFUNNYINANSTANA W UM AR TUITUY FEnTZUIUANS
Access Attack n3a DOS Attack
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2. anuwenanu2intaiszuu (Access Attacks)

Tluarnuwanauindeiasaznandascuunauftiitnasi
siadnITlae lulasuauaalaaadIusalinad e gadtuunan
Aa
(1) srumvdasTiizasszuuaaniinas 1y
seuulfiicinng (0S) Mhilinnsadian naa Web Browser
JULAN
(2) WauUAITURANAI Lwaimm Password Tun1s
L2inavssuuANRILADS szjal,ﬂmﬁmuﬂumﬂiuﬂawu
. mame“mu,mauﬂumLLaumiuﬂwauuaaaﬂ“Lﬂ
°I,1/1am'ﬁmLaoLﬂuwmLLas”unmmmsams”unau 9 'le
GIEl
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n1s1auauuLIdInssudvaud (Social Engineering
Attacks)

« Husduuuniienas aunanau2inladssuy

= Hun1suaanale Taaandunaau ANN'lLs Wiaau
UszuniduLaa

» Huignlasuanuiiauunuazifasunaduinluilaqiiu

A5A1%1aaNANY

 daauilugaunfauaidayunng iy CEO 2asu3d¥v wia
siin wiaauluasay uavingy Email nnitia |

= Tuliamn AaMavaATalvIadaunsallullaiuinal
AN (LAY L@UAKNAARLLNUKIATUS TUAULN AR
1L59391) |

= #1519 URL duasalvtuliaudu URL 9 14
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Wa3ud 5 a.8. AnuIdIsIDNaVUSIVLUATU AUSIE
usawmsln AauliUsyGiwsd vovikdanuluaula
vodudutWou whasahdiav laslddoyamn
Social media wWgvluAagv AwdavUayGithkuig
[a!!

lusrgamdananaiiu ssud puisde wiwnwmsy Sunsas 01y 22 1 ugdann
auvunsAaludisndalng Fegdosnnasldizasuaaihludavuiiavaamiae
Touiiufifidoyandodio Aifiougeiifinihiion 4a4 Aouszdaouduidnvanes
yvinasuen-wansduwdoiiduifiow iiavadudu uasliwdslouduiinTuduas
AU

Folundil (Huivend ludnsruuuniitiaduvulansaulatilunaiuil Fevans
aultioglaabildseinszTadwmali ausrearunsald-ihfedndlanlyiuaide

BRERNG
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ArsTauduuuilads (Phishing Attacks)

flagdie Aagluuvway Social Engineering wuuuileiaalzdnisas
Aayanaanad tayalaan Email daay mann“lfzjuﬂaau 184
LvwinBiatfialvitniiana&eiluiiu mansaﬂmauammaomsao
11 3% Phishing aaadian 121u

Deceptive Phishing — SwaannusEnviamihasudiads i
Facebook, suna15 iavaanaTuadaya iy Widudu Account,
nsantayasIuM, dsziduaau’lau

Spear Phishing WAL ULLIULTA WAL Lmvaatﬂmmﬂmmmua
WeavauLien wianafaysiusintayazadiuiaudIneunaanaa
Winuufauige (Nallddayandliassadnis

CEO Fraud - u,fi‘mLnaa“ﬂaauﬁgua‘lu”ﬂa”wﬂﬂﬁaﬁ’nﬁmaﬁaavj’u%ms
oAUy INanaanliinlnunlilala Tauduniadeiayamuay
5% | -
Pharming — udanasvinnslauindatawwuuasivles amia
wwaatndu'lasidanainAazgn Redirect lddaiulasdaauuagndn
tnasunu (Weakest Link) 27

https://www.onespan.com/blog/social-engineering-win-battle-trust-infographic



8, Amazon Sign In

&

(D ‘I"|J\.Z_".' ap/signin?_encoding=UT u
amazon
—T

Sign in

Email [phone for mobile accounts)

customer@amazon.com

Password Forgot your password?

| = . %
x — Spoofed Website URL ~

K Plus <noreply-71@ th.c A Aprisat426PM

Bcc

KBank ®

ar o - P o
urg'ﬂ'zln\mmqn'il ALATIUDITINALUAHIAUDANRIATUA

aneAmisn
iy Hnpenuanidou o runlaansii nm.lﬁm‘lnhlmumd‘msnssu’h 1 WAL 3RS AU LEa L

Buriilanin ?

1. Tamsa i Wi fpf
2. UfiTdanms s

3. duinieyGuasanuacigneas

gt 24 shiuas b Wguiayaduyaeauna Emsaaasgntinasdee s
Auannsoilahmniyduasmabnads Wnd wino it thaviaed Wil Wwihadheoms

AR AT

Kasikorn hank

4 3

) 010-scbeasy.com

1o | Engish

[ fI&

Tips & Alerts

YOUR SCB ACCOUNT WAS
SUSPENDED FOR SECURITY
REASONS.

LOGIN TO SECURE AND
ACTIVATE ACCOUNT NOW

Welcome to EASY NET
W “Easy Stock Lasy Start”
TR T R
it with SCBS v
Easy Stock on SC Easy et & Get 3 ~ FNTIA

chance to win The new iPad.
0ty o ot
[ @I

Mors Datak

Link to Other SC8 Group s Web Stes -

PayPal Billing Department <Billing@PayPal.com>
Credit/Debit card update

May 4, 2006 08:16:08 PDT

. @bustspammers.com
Billing@PayPal.com

From:
Subject:
Date:
To: ——

Reply-To:

PayPal
]

Dear Paypal valued member,

Due to concems, for the safety and integrity of the paypal
account we have issued this warning message.

It has come to our attention that your account information needs

to be updated due to inactive members, frauds and spoof reports.

If you could please take 5-10 minutes out of your online experience and renew
your records you will net run into any future problems with the online service.
However, failure to update your records will result in account suspension

This notification expires on 48.

Once you have updated your account records your paypal account
service will not be interrupted and will continue as normal.

Please follow the link below and login to your account
and renew your account information

Sincerely,
Paypal customer departmeér

http://66.160.154.156 ,fcalalogj’paypalfl
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ANSAUNKNKSa IaUN2Aa9 password a2e?

384U 9
ANSAUNIGAIL R NTUUNT
ATNENENNTRWIRLIALLULTUAANAUAIIRLYA
msmé’maqtﬂu man-in-the-middle tWaan Password
WHuwnefininaadnau Password tfiafinsaaniu
Password ld€iv Server vziu A1s&9 Password gl
www.facebook.com
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3. Denial of Service (DoS) Attacks

HunsTaudiiaaadseavdlunsvintusnnsusasyuu
aanmtaastihununaliugusalviudnsidansia luera36019
G99 LUU

= 7159 Malware a1l iuasaelivineu

= TAufAINNT JIAIFINANE 9 Adowsan 9 Au ldde Server
13a szuuAaNNILaasY tNaluaavinaIu
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ATlaufszuuAaniinaIausnsiihuinalaaldeug

‘Lammﬂmw 1 1A%aY
2@ eLATaYFIUIUNNA 9 AT Hacker L?.I']Vlﬂﬂﬂ‘hwlﬁm'm

A3Ra Malware mwj‘lmwaam’imm'ﬁma q Ming1INAaY
P LVRtT

Components of a DDoS Attack

TTTIIIIE
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fwide Map - Gallery - UnderstandingDDoS - FAQ - About - EHEDER

August 4 2014

Showing All
Countries
Show Attacks (O]

Color Attacks By United States

Type
[ oo [ Oestort %
@ TCP Connection §

Vol ic MY

@ Fragmentation i

@ Application PiE

Size (Bandwidth, in Gbps) ',5
e Australia

Shape (source + destination)

between two
countries
4
internal -
- . > o o = vo . o = - Y » & sd o o
wlamanaaveilangnuin galxris DDoS mnaluaithnlzidnisaias 1Tbps GitHub 1auéiv DDoS snammila 1.35 Tbps Tuginganiasbiun
By: mk .4 on 26 September 2016 - 08:00| Tags: DDoS Security Hosting Botnet 8y: nismod 5| (] (]| 28l on 2 March 2018 - 12:08|  Tags: GitHub DDoS Cybersecurity Akama:

diafungiaiciuneaiunaius GitHub anTauduuy DDoS fmavsiflaumamanaaiian
fiunde 1.35 Thps uarnisTandafoiihily DDoS Alduaauivuuialy uaiflunisiaudan

savne uls KrebsOnSecurity gnaauars DDoS vuiainaifigalulstidaans adan
w anvitaizaiesai Wa OVH Bulsadenainganndsoda sieaingniaudes DDoS
wsFniinAs 1Tbps taatitdad (was Krebs Aa 665Gbps) Taunsifindaulnaiiigavian

Memcached
foiniiaua 799Gbps . : - 2 - . o
OVH.com P ugninasialaay IP uas GitHub uarfs querie 1UMiEswIas memcached naaq & dszana
Octave Klaba gifiada OVH watiayaiFasilvu Twitter uasiuias Tagsiuinga botnet vilaids 10 querie @auminarisnias nau GitHub arladunslaumidanauinununnnim querie
DDoS hwaiamandaneasilavianiasiniiniala (DVR) Adadiawisinnu 1.45 usuaias Anoamuasiu 115712 51,000 winaudswiaas GitHub Suliilmiuazdasaatvinne Akamai inuniomaa

annsadonsvfinuuiainnnii 1.5Tbps
Read more 10 comments

Read more 24 comments

Cloud Armor 13n1silaveiu u

Aaatila

uazAaL

By: lew Eg“g‘ on 27 March 2018 - 11:01|  Tags: Google Cioud Flatform DDoS
miadlavinisilasfiunisTauduuy DDoS tudia Cloud Armor Taznauusnanilauimsamiug
14f Global HTTP Load Balancer

winsindlaasouas Tamdatveldasiongding wiu a1svin whitelist/blacklist wsansizng
flasAuninds uauoiliaad wiu msaswngaddudau, msiasAuauaiilsund, asdasiu
SQL Injection uay Cross-site Scripting fvadiuaaiurdavh vinlvisasnaldouaromin

AusmsnaEauAaaiu policy hauar 5 aaaarina policy uardaiuiung wWavay 1 aaaaisnans ulalduaioay
- % 3 a
@aa 0.75 maaarsea 1 aunmsiiauda HTTP

Read more

\https: //www.digitalattackmap.com/



5. auiuavilaaadulaiuasdrvisuuanaaiiil

1. srivdunsiaizasaauasi UG

» afayasiusiasiduainudy

= dawwazasRiIumIuAnan

= liAnualidsianiuluta’agsnsae wazaulayanisly
Internet |

= gALdNATT LA ULLaALATYIeNIg A TaTa

= Fuaqiuatnvidaaadaeie https tlundn

= athldsianulfenAuAuNALNIg

= gk ulilRass T aaTdnTNENITUINIMILRALAS
franesvdanuaslnal

= Jraduaau lalsadseivalatnef
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2. 529 uUas1EINNAISUAANAIVTL LLLIAN)

= syiuavilavAusnnminiiunaanalv (Phishing)
» @ URL 2asiuninmaeldoulvigneasagiaua
« atnITandn{vNaugdyTwiiun

8 . 23%82350]
__B -
&, Amazon Sign In X - spm&d wemite UHL
“:_ G O hit w‘-.n pfaigrind_encoding=UT ﬂ: : facebOOk
amazon
Signin PDUUadU

Email {(phone for mobile accounts)

EUS[UMEF@ dMmAZ0n.com

Passweord Forgot your password?

SR S—
il



+ atnARININaaNRWANUILILATY 9 WIaTawan
Tudunliiniadaana'ldvasuaniy Malware 16
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